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WHEN INFRASTRUCTURE FAILS 


Amateur Radio disaster communicators pride themselves on being able to 
communicate “When All Else Fails.” This assertion is based largely on the 
fact that Amateur Radio does not rely on normal infrastructure to operate, 
so it can continue to operate during a disaster. However, in recent years 
many Amateur Radio systems have begun taking advantage of 
infrastructure to add features and functions. Often, repeaters are linked 
together by the Internet. Digital messaging relies on access to servers on 
the Internet or other networks. Even programming radios may require 
access to networked systems. This session will provide an understanding 
of what infrastructure our Amateur communication systems may be using, 
and what options we have when that infrastructure fails. 
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infrastructure 
°“n. 
eThe basic facilities, services, and installations needed 
for the functioning of a community or society, such as 
transportation and communications systems, water 
and power lines, and public institutions including 
schools, post offices, and prisons. 
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infrastructure 


There's only one reason to choose a wireless company. 
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HF Operations: 
Need Power and 
Big antennas 


14,100.00 


1644 
FOR 
“ad 


14,100.00 || ~ 


j 


And Propagation 
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V/UHF Simplex 
Need power and antennas 


And Elevation 
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But What If 
We Rely On 


A Repeater? 
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V/UHF Repeater Operation 
Need power and antennas 
And a working repeater! 
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Does your repeater have: 
¢ Backup batteries? |: 
¢ A Backup Generator? 


Is it “hardened” against know hazards 
¢ Floods 

¢ Earthquakes 

° Fire 
Do you conduct exercises that simulate 
repeater failure? 
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Is Your Repeater 
Part Of A Bigger 


Network? 
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WC7SO BC 
N7INB 


The D-Star Network 
and System Fusion 
use the Internet 
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There Is Nothing Wrong 


With Using These 


Resources When Available 


It takes planning 


= Analyze your local hazards and how they could 
impact your operations 

= Understand the failure modes of your resources 

Develop plans to mitigate infrastructure failures 

Document your plans 

= Train your teams to recognize failures 

= Exercise your plans simulating failures 
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WINLINK 


Worldwide system for sending e-mail via radio. 
Provides e-mail from almost anywhere in the world. 


Entirely supported and operated by amateur radio volunteers 
(Amateur Radio Safety Foundation, Inc.). 


Winlink Express software is the preferred client application. 


Adopted for contingency communication by many 
governmentagencies. 


Used by infrastructure-critical NGOs such as International & 
American Red Cross, Southern Baptist Disaster Relief, DHS 
Tiered AT&T Disaster Response& Recovery, FedEx, Bridgestone 
Emergency Response Team, etc. 


WINLINK CONNECTIONS 


= HF Modes [Telnet Winlink 
=" Pactor Packet Winlink 
Pactor Winlink 
= Robust Packet Ardop Winlink 
= ARDOP Vara FM Winlink 
= Vara HE Iridium GO Winlink 
= V/UHF FM Modes Pactor P2P 
Robust Packet P2P 
= Packet Paani 
= Vara EM Vara FM P2P 


Telnet P2P 
= All modes can be Winlink 


Pactor Radio-only 


(gateway) or Peer-to-Peer (P2P) Vara Radio-only 


Telnet Radio-only 
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Most Winlink Modes 
Use Some Sort 


Of Network 


Client access via 
Winlink Express telnet 
connection or Winlink 


website Redundant CMS 


Servers on AWS 


Gateway Stations =~ ~| Messages delivered via 


Radio “last mile” connection 


| I } k f a Messages delivered via 
dq e U S e O t e CMS Server to Internet RNS gateway 
Addresses Local via Packet/Vara FM, station 


Inte rn ef | are Cloud long distance via HF Vara, 


ARDOP or PACTOR 


Servers 


Remote Site or EOC 
Using Winlink Express 
client and Packet, Vara, 


SS) Remote Site or EOC 
ARDOP or PACTOR Using Winlink Express, in 


§ Peer-to-Peer mode directly 
between stations 


Winlink System Diagram 


WINLINK GATEWAYS 


Local gateway stations will need to 
survive the disaster to be of use 


¢ Are there Backup batteries? 
¢ A Backup Generator? 


¢ Hardened Internet connection? 
¢ Securely mounted? 
¢ Secure from tampering? 


WINLINK GATEWAYS 


If local gateways are not 
operational, consider HF gateways 


¢ Regional/State gateways (80/40M) 
¢ Long distance gateways (40/20M) 


e NVIS Antennas 
e Pactor, Vara HF, ARDOP 


¢ Keep messages short 


RMS Relay provides several 
backup configurations for when 
the Internet fails 


Winlink Hybrid 


Radio-Only Network 


Store and forward over HF 

Local message server, RF or Telnet 
Hybrid or Radio-Only networks 
Forwarding over Pactor Vara HF 


Supports Message Pickup Stations (MPS) 


RMS RELAY 


RMS RELAY 


Disadvantages to RMS Relay in 


Radio-Only Network 


Radio-Only networks 


¢ Message delivery many take hours 
¢ Radio-Only must go through MPS 


¢ Cannot send to Internet addresses 
¢ Clients must set up their MPS 
¢ Difficult to setup and deploy in a disaster 


PEER-TO-PEER 


Winlink 


Winlink Provides a Powerful pedicel 
Connection tool 
“When All Else Fails” 


No Internet involved 
¢ Direct between client stations 


Can be over HF or V/UHF 
Messages must be type P2P 
¢ Must connect to the addressed station 
> Digipeaters can extend the V/UHF range 


Manual Forwarding Using P2P 


¢ Client creates P2P message 
¢ Message is sent to intermediate 
¢ Intermediate forwards “without 


change” to destination station 
¢ Message could be forwarded to 
a gateway station if needed 


PEER-TO-PEER 
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Winlink Can Make 


Use Of Alternate 
IP Networks 


OTHER IP NETWORKS 


Bellingham. 4 


Using mesh and other IP networks 


e ARDEN, HamWAN, etc. 
e Uses Telnet sessions 


¢ Can also support remote RMS 
Relay server 


CONCLUSION 
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HAM RADIO SYSTEMS LEARN TO RECOGNIZE DOCUMENT, TRAIN, COMMUNICATION CAN 
ARE NOT EXEMPT FROM FAILURES AND CREATE AND EXERCISE YOUR CONTINUE “WHEN ALL 
INFRASTRUCTURE SOLUTIONS TO MITIGATE PLANS ELSE FAILS” 


FAILURES THEIR IMPACT 


Pe, ~ 
CONTACT 


Scott Currie 

NS7C 

Auburn Emergency Management 
ARES Emergency Coordinator 
ns7c@arrl.net 

253-569-5102 


